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Abstract
Objective: Cyber bullying is a combination of the word cyber and bullying where
cyber basically means the Internet or on-line. In this case, cyber bullying will
focus on getting in action with bullying by using the Internet or modern
technologies such as on-line chats, online media and short messaging texts
through social media. The current review aims to compile and summarize the
results of relevant publications related to “cyber bullying." The review also
includes discussing on relevant variables related to cyber bullying. Methods:
Information from relevant publications addresses the demographics, prevalence,
differences between cyber bullying and traditional bullying, bullying motivation,
avenues to overcome it, preventions, coping mechanisms in relation to “cyber
bullying” were retrieved and summarized. Results: The prevalence of cyber
bullying ranges from 30% - 55% and the contributing risk factors include
positive association with perpetration, non-supportive school environment, and
Internet risky behaviors. Both males and females have been equal weigh on
being perpetrators and victims. The older groups with more technology
exposures are more prone to be exposed to cyber bullying. With respect to
individual components of bullying, repetition is less evident in cyber bullying
and power imbalance is not measured by physicality but in terms of popularity
and technical knowledge of the perpetrator. Conclusion: Due to the limited
efforts centralized on the intervention, future researchers should focus on testing
the efficacy of possible interventional programs and the effects of different roles
in the intervention in order to curb the problem and prevent more deleterious
effects of cyber bullying. ASEAN Journal of Psychiatry, Vol. 17 (1): January –
June 2016: XX XX.
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Introduction

Cyber bullying is a combination of the word
cyber and bullying where cyber basically
means the Internet or on-line. In this case,
cyber bullying will focus on getting in action
with bullying by using the Internet or
contemporary technologies such as on-line
chats, online media and short messaging texts
through social media. This includes
repetitively performing the act of harming and
hurting an individual through the Internet or

Bullying is to harm others, which affect the
victims’ emotion or physical well-being. There
are three basic characteristics of bullying,
which are negative action, repetition and
power imbalance [1]. Bullying is defined as
repetitively performing negative actions on an
individual [2].
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modern
devices
without
physically
confronting the victim [3]. In another study
done on high-school students defines cyber
bullying as an intentional and deliberately
bullying using electronic gadgets. In this
sense, the word repetitively is also applied to
when the perpetrator only posted one harmful
comment but saw by many, it is considered as
repetitive action [4]. Cyber bullying is seen as
a type of covert bullying where the bullies
expressed themselves in a hiding manner [5].
Studies conducted on this issue mentioned that
cyber bullying is an extension to traditional
bullying where it is known by “new wine in an
old bottle” [6-7]. Also, another researcher
believes it is a new mode of bullying [8].
Nevertheless, cyber bullying maintains its own
uniqueness from traditional bullying.

traditional bullying. The older generations are
mostly less technology savvy as compared to
the newer generations which then affects the
efficiency in detecting and realizing cyber
bullying activities [14]. Due to this, there is
lacked of fear towards punishments for
bullying, which may contribute to the rising
rate of cyber bullying.
Definition
Review has shown that there is no clear
definition for cyber bullying and that it is yet
to be decided on [8]. Olweus’s definition of
traditional bullying has gained widespread
acceptance, and scholars have adopted the
same criteria for defining cyber bullying. This
definition states that a person is bullied when
he/she is exposed, repeatedly and over time to
negative actions on the part of one or more
other persons, and he/she has difficulty
defending him/herself [15]. The important
criteria of this definition include: (i) repetition,
(ii) deliberate, (iii) time period (generally
considered more than a week), (iv) imbalance
of power, (v) intention of the perpetrator to
hurt and; (vi) perceived by the victim to be
hurtful.

The differences between cyber bullying and
traditional bullying are not very obvious due to
the similarities in techniques. Although both
cyber bullying and traditional bullying brings
harm and treats towards the victims, cyber
bullying allows the bully to hide behind a
screen and conduct the bullying without being
easily identified, which allows anonymity.
Next, cyber bullying also allows information
to be spread rapidly and allows the perpetrator
to access the bullying anywhere, anytime.
Hence, availability and accessibility to
bullying are more convenient and generally
assisting the act [5].

In terms of defining cyber bullying, some
researchers debate that some criteria of the
traditional definition may not be necessary
[16]:

In general, traditional bullying has a higher
prevalence rate as compared to cyber bullying
[9-10]. This is because cyber bullying is
relatively new to the society and researches
done are limited [11]. The cyber bullying issue
is expected to increase as adolescents
increased their time spent on the Internet and
mobile phone usage. Unfortunately, in contrast
to the case, youths and parents took this issue
lightly and perceived it to be less severe as
compared to traditional bullying. In addition to
that, many find it hard to differentiate between
an innocent prank and cyber bullying [12].
Recent meta-analysis showed that cyber
bullying relates strongly to suicidal ideation as
compared to traditional bullying [13], causing
more negative effect on the victims.

Deliberate. This character mainly focuses on
the intention of the perpetrator to conduct the
bully. It also includes the thoughts and
planning of the activity. Hence, deliberate is
having the perpetrator intentionally wanting to
conduct the bully [5].
Repetition. Repetition has to repeat the same
bullying act more than once. This also
includes bullying in any ways, but the
behavior of bullying is repetitive [5]. In terms
of cyber bullying, a one-time online post can
be shared, re-posted and commented
repeatedly. Repetition is bound to happen due
to the simplicity of spreading information on
the Internet.
Power imbalance. Power imbalance is having
differences in power levels of the victim and
perpetrator such as physical size of the

Besides that, parental attention plays a vital
role in identifying cyber bullying and
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perpetrator and victim. In contrary with the
traditional bullying, power imbalance in cyber
bullying is measures in physical terms but can
be measured in terms of popularity of the
perpetrator and level of technological
knowledge. Also, anonymity grant power to
the perpetrator who causes power imbalance
for the victim is unable to identify the bully
[17].

have experienced both victims of cyber
bullying and cyber bullied [18-20, 23] It is
also observed that those who are involved in
cyber bully are more likely to be involved in
traditional bullying as well [20]. However, the
prevalence of traditional bullying is still higher
than cyber bullying [9, 10].

Currently, researchers either categorize cyber
bullying as a type (cyber vs. relational,
physical bullying); environment (cyberspace
vs. school bullying) or a communication mode
(in-person vs. cyber bullying). The first two
concepts have the disadvantage of double
counting, and Ybarra et al. suggest treating
cyber bullying as a communication mode [8].
Generally, cyber bullying is defined as
bullying through the use of a variety of
electronic media, including text messages,
phone calls, email, social media and other
communications technology. And among the
many forms of cyber bullying, the most
common ones are sending offensive messages
via phone and the Internet, spreading rumor to
harm the victim, and name-calling [18].

Researchers are investigating many factors
associated with cyber bullying and the
motivation of perpetrators. Among them are
beliefs about aggression [24-26]. Also,
parenting factors plays a role in this as well
[19, 27, 28). Normative beliefs about
aggression among youths are also investigated
in terms of moral disengagement, lower
empathic responsiveness [29] and exposure to
violent online games [30], while poor
parenting style [27], low levels of parental
control and solicitation [28] and paternal
unemployment [19] were shown to be
positively correlated with cyber bully
behaviors. Some evidence suggested that
effort prevention of cyber bullying should
include patterns of Internet use, amount and
nature of social activities, and exposure to
traditional bullying as risk factors for
indulging in cyber bullying [11].

Risk Factors and Cyber bullying Motivations

Prevalence
The prevalence rate of cyber bullying is within
the range of 30% - 55% [9, 10, 18-23]. The
lowest prevalence rate is 15.8% among highschool
students
from
MetroWest
Massachusetts [10]. The highest prevalence
rate is reported by a recent meta-analysis [21].
Results from this meta-analysis showed a high
prevalence rate of this issue in all countries:
approximately, 40% and 55% of students are
involved in some way either as victims,
perpetrators, or observers. Hence, almost one
of two students has been, or is involved in
cyber bullying. Among them, the prevalence
of victims is the highest: around 10% to 27%
of those involved are victims of cyber
bullying. Around 5.8% to 18% have been
cyber bullied; and around 4% to 11% of them

Two other frequently cited and inter-related
motivations include anonymity and the
disinhibition effect [18]. Unlike traditional
bullying where it is in person, cyber bullies
are not identified by the observers and victims.
This distance protects them from facing the
consequences of their actions; reducing selfcontrol for potential bullies to do what they
will not do in person [31]. At the same time,
the inability of cyber bullies to view the direct
impact of victimization is not conducive for
empathic response or remorse [32]. Many
other risks factors predict cyber bullying
behavior and risk of victimization are shown
in Table 1[6, 10, 11, 25, 27, 33, 34].
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Table 1. Risk factors predicting perpetration and victimization in cyber bullying
Positive association with perpetration
Positive association with victimization
Non-supportive school environment
Poor body image for girls
Internet risky behaviours
Obesity
Perception of peers behaving similarly
Nonheteronormative identified youth
Narcissistic exploitative ness
Longer time spent on computer based social
activities
*Predicts involvement with cyber bullying regardless of roles
Impact of Cyber bullying

performance and attachment [10], and do not
feel safe in school. An interesting finding is
that cyber bully status is associated with
perceived difficulties, headache and not
feeling safe at school [38]. However, the
directionality of these cannot be proved. In
addition to that, cyber bullying has been seen
as a social status modulator. There is a positive
relationship between cyber bullying and
perceived popularity. This weighs more
towards females where they may measure their
popularity and social status through social
media. Bullies may use this as an advantage to
bully others to gain a higher position of the
social status [40]. Across all research, a
common finding is that the group most
vulnerable to negative impacts of cyber
bullying is the bully-victims and this should be
considered in the main target intervention of
the problem [38].

All forms of bullying have negative impacts
on those involved. Cyber bullying has a few
factors, which may intensify its negative
impacts, including the difficulty in escaping
from the bullying, the magnitude of the
potential audience, the anonymity of the bully,
and the ability to attack at any time and any
place. On the other hand, cyber bullying does
not cause physical harm, making its
consequences fewer visible and nasty text
messages or e-mails can be easily and quickly
deleted [23].
Cyber bullying is reported to affect the
victims’ emotional well-being the most. Most
of the cyber bullying involved individuals
reported to experiencing emotional disruptions
such as worry, afraid and sad. These emotions
may be carried forward as the victim grows
older and may affect their future lives [35].
Many researchers have looked into the effect
of cyber bullying on its victims, bullies and
bully-victim. Looking at high-profile cases, it
is obvious that cyber bullying is related to
depression and suicides. This is backed up by
evidence that proves that cyber bullying is
strongly related to suicidal ideation, suicide
attempts, serious depression and stress [6, 10,
13, 20, 26, 36, 37]. Cyber bullying also has
harmful effects on mental health. Research
shows victims. Bully-victims and perpetrators
have lower self-esteem [20, 37], victims have
higher risk of having a psychosomatic problem
[6, 38], and in a research interviewing 55
young people with clinical high risk for
psychosis, 38% of them has experienced cyber
bullying before [39] .

The severity of the impacts also depends on
the form of cyber bullying. Cyber bullying
which is public (such as social network) rather
than private (such as abusive text messages)
and anonymous perpetrators rather than nonanonymous is more severe [41].Cyber bullying
with pictures and videos, especially of intimate
or violent scenes are perceived as more severe
over prank calls or insults on short messaging
texts (SMS) [42, 43].
Interventions
Currently, there is not much research on the
direct effect of interventional programmes.
Out of the articles found, three papers
published showed efficacy of the researched
programmes. These include the KiVa
programme, Media Hero programme and Peerled role models programme [44-46].

Cyber
bullying
also
affects
school
performance. Victims have lower school
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The KiVa programme targets the bystanders.
A separate study found that cyber bullying
victims' success in coping with bullying
largely depended on schoolmates and other
bystanders'
social
support.
Behavioral
determinants to defend or support the victim
were found to be low moral disengagement,
that the victim is an in group member, and that
the bystander is popular. However, youths
perceived low support for defending victims
from peers and parents [33]. Encouraging a
supportive attitude towards the victim is one of
the approaches of intervention. The KiVa
programme targets the bystanders by
increasing empathy; awareness of the role of
bystanders in preventing cyber bullying and
teaching potential bystanders strategies to help
the victim. Study shows that KiVa has a
significant intervention effect on the frequency
of cyber victimization [45].

publics’ level awareness of relevant laws is
low [48, 49].
Prevention
Cyber bullying is more common among
students, whether they are children or adults.
Social skills and coping skills should be taught
and spread among students in educational
settings. Awareness on the impact of such
problems should be effectively conveyed to all
potential victims or bullies. Coping strategies
played a vital role in helping potential or
involved students to be able to cope better
with their problems [35].
Besides that, focusing on changing norms and
social beliefs in educational settings is
important in changing students’ perceptions
towards cyber bullying. By changing the social
norms, students may not be willing to accept
cyber bullying as a social norm and take this
issue seriously. Positive social norms also
promote positive mindset and behaviors which
will result in lesser social conflicts [35]. In
addition to that, educational institutes may
implement positive online interactions such as
allowing students to access the Internet or use
electronics for positive reasons. This will
enable
students
to
practice
positive
relationships and positive views about
technology. Example of such practice is
conducting discussions and educational online
groups for students to form healthy
relationships and sharing appropriate materials
[50].

The second approach to prevent cyber bullying
is tackling the perception of youths towards
the problem. Studies showed that students
believe cyber bullying is not as severe as
physical bullying [47]. The Media Heroes
(German: Medienhelden) [45] and Italian
Peer-led model programme [44] mainly raises
awareness and encouraged non-accepting
attitudes towards cyber bullying, and
supporting the victims. Both have been shown
to be effective [44, 46].
Another approach is targeting the authoritative
figures. More than one-third of victims do not
report being bullied [22] and more
surprisingly, half of them who reported the
bullying were not taken seriously [9].
Children also report that they are afraid of
overreaction and subsequent loss of Internet
privileges if they report cyber bullying
incidents to their parents [48]. Parents tend to
underestimate their own children's bullying
behavior as well as have insufficient notions of
their children as victims of bullying [18].
Studies show that increased parental control
and increased perception of punitive actions
from adults are associated with lower cyber
bullying involvement [36, 28]. Parents must
thus be educated and be more aware of their
children’s online activities. Law and authority
figures are also important roles in the
intervention of cyber bullying but the general

Cyber bullying may affect anyone regardless
of age. Due to this, it is vital to focus on
observation such as keeping computers and
electronic gadgets at a visible range. This also
includes monitoring the usage of electronic
gadgets and the Internet in educational
institutes as well as at home. This way,
parents, families, friends and higher authorities
are able to be aware of bullying through texts
or online media. Cyber bullying will be made
harder if it is detected easily [50]. Next,
education and awareness about cyber bullying
are crucial for preventing this issue.
Awareness on the dangers and effects of cyber
bullying may allow victims to protect
themselves against cyber bullies. It is also
important to be technologically savvy and be
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aware of how technology works. Educating
students on how to avoid being a victim of
cyber bullying such as awareness of the type
of personal information to be shared and the
boundaries on the appropriateness of
information shared online plays a vital role in
preventing cyber bullying [50]. Education may
also include teaching students and parents of
the danger of cyber bullying. This way,
students will be able to protect themselves
from bullies [35]. Lastly, preventive measures
may also take the form in attentions given to
potential victims and bullies. Parents and
educators play a vital role in detecting cyber
bullying. Paying more attention to the victims
or bullies allows them to admit and share their
experiences with higher authorities. This way,
more cases can be reported and solved [35].

the perpetrator from contacting them and
changing online profiles and accounts.
Adolescents are more likely to seek help from
their peers or friends, then from their families
then finally from authority figures such as
school personnel [51, 52]. This is explained
through the lack of confidence in the ability of
the authority figures to understand and help
them in solving their problems. The victims
are also afraid of losing their electronic gadget
and Internet privileges [50]. On the other hand,
young adults tend to cope with cyber bullying
by seeking support from peers or friends and
facing the bully such as revenge seeking
behaviors. These coping strategies were seen
as less effective. According to the research,
university students tend to use strategies that
are more widely accepted such as blocking,
avoiding and seeking support from others,
which are focused on problem-focused coping.
There is a difference between young adults
and adolescents or children in a way that
university students are more accepting to the
idea of seeking help from authority figures
such as lecturers [51, 52].

Coping Mechanism
Coping with issues and problems are vital in
solving these matters. Coping strategies used
should be able to promote positive outcomes
from a negative issue. Wrong coping strategies
may result in negative outcomes. There are
two types of coping strategies, which are the
problem-focused and the emotion-focused
strategies [51]. Other coping strategies that
can be applied to cyber bullying are approach
and avoidance. Approach is more into solving
the problem faced while avoidance is to
prevent confrontations towards the problem.
These strategies are more suitable for victims
who believe in their own power over the
situation. Besides that, ability to cope also
depends on the resources available to the
victim to cope with the bullies [52].

Other ways on how to cope with cyber
bullying are confronting the bully. This
method has been proven to worsen the
situation and may also cause the bully to
further bully the victim outside of cyber
bullying such as harming physically. Due to
this, the method best to stop the bullying
immediately is by blocking or changing online
profiles [50].
In this case, the coping mechanisms and
strategies used in most ages were similar.
Most of the victims of cyber bullying tend to
withdraw themselves from the bullying. It is
found that victims prefer to sort to block or
changing of on-line identity and profile or
avoiding contact on-line with the bullies. In
the case of genders, males tend to resort to
more intimidating solutions while females are
more subtle.

In an interesting notion, a research done on
children and adolescents shown that they are
more likely to consider telling someone and
sharing their experiences with others but only
very few will fight back and face the
perpetrator. Most also considered changing
their electronic mail (e-mail) addresses,
mobile numbers and their online profiles. The
students did not think that asking cyber bullies
to stop was a good idea as compared to
traditional bullying. Due to this, the
perpetrator does not feel the threat from the
victims and continues to hurt others [53].
According to another study done on university
students, it is found that they normally block

Gender and cyber bullying
Males as perpetrators. Some of the reviews
done on gender differences and cyber bullying
have shown significant results weighing
towards males are more likely to have been
involved in the bullying activity as compared
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to females. This study done on 2,298 pupils in
England from 14 different schools with ages
ranging from 11 to 16 years old showed a
significant result on three different domains.
The domains are all considered for the last two
months, have directly bullied someone, using
mobile phone to bully someone and using the
Internet to bully. Although males are more
prone to direct bullying, in terms of cyber
bullying, males showed more involvement
than females even when cyber bullying is
considered as indirect bullying [54].These
results are also supported by a study done on
adolescents where males were found to be
more involved than females [55]. This
phenomenon may be due to the fact that cyber
bullies are mostly involved in traditional
bullying as well, making the results of cyber
bullying similar with the traditional bullying
[54]. It is also mentioned that the results for
the relationship between cyber bullying and
traditional bullying were correlated. This
shows that the involvement in traditional
bullying affects cyber bullying [56]. In another
study done on studying the empathy and
cognition of different genders in relation to
cyber bullying, it is found that males are more
prone to be involve in bullying than females. It
is explained that this phenomenon is due to the
lower levels of empathy experienced by males
[57].

possesses. Females usually learn to care and
be responsible in their actions while males are
focused on moral justice. Due to this, females
will resort to bully through a method that is
not seen as physical or violent while physical
aggression is the way males build their status
among peers [61].
Victimization. In terms of being the victim of
cyber bullying, females are more likely to be
cyber bullying victim as compared to males
[62]. On the other hand, Li (2006) found that
there were no differences in gender when it
comes to preferences of victims. It is found
that males were more likely to be cyber
victims than females according to a study done
on China's students. It is mentioned that these
differences in results occur due to the
differences in understanding of the definition
of cyber bullying between Westerns and
Asians [63]. From here it can be seen clearly
that there are lacked of research done on the
gender differences on victimization and is
unable to come to a conclusion on whether
there is a gender difference in this matter.
In the sense of becoming a victim, there is a
correlation between traditional bullying and
cyber bullying. This is because the victims
being bullied in school may be brought home
and continued online or via mobile phones.
Bullies who were involved in traditional
bullying may target the same victim outside of
school and continue the bullying on-line.
Hence, victims of traditional bullying will
most likely be involved in cyber bullying. This
issue also applies to victims of cyber bullying
may also eventually become a victim of
traditional bullying [53].

Females as perpetrators. In the contrary,
according to another research done on gender
differences on cyber bullies, the results found
that females were more likely to conduct cyber
bullying behaviors as compared to males.
They were to show to express their
aggressions through posting stories online to
hurt others [58]. According to the research
done on middle school children, it is found
that females are more likely than males to be
involved in cyber bullying. This was due to the
ability for females to prefer indirect
aggressions in expressing their emotions [59].
This is because females involved in
psychological and emotional abuse, which is
not physically involved [58]. Lastly, on a
similar study done on college students, the
results showed that there were no significant
differences between genders [60]. It is also
mentioned that cyber bullying is more
common among females as compared to males
due to the morality believes that each gender

Age and cyber bullying
Children (Ages: Below 12). An investigation
done on younger children below the age of 11
years old shown that there are more likely to
report bullying but did not experience much
cyber bullying as compared to older children
such as adolescents [53]. In another study
done on fifth and sixth-grade children, it is
found that fifth and sixth graders are more
involved in the Internet and mobile phone
usage. This may be caused by the lack of
attention from parents on the Internet and
mobile phone usage. Parents of these children
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view their child as incapable of being involved
in such activities that may contribute to cyber
bullying [64]. The level of involvement in
cyber bullying seems to be increasing by age
from 10 to 16 years of age. The increasing
amount of technology usage of the child's age
may have contributed to the increasing levels
of cyber bullying involvement [35].

bullying as a child and being involved in
adulthood. This means that if an individual is
involved in bullying as a young child, it will
affect the individual’s behaviors towards
bullying in adolescents and adulthood. This
may be due to the inability to cure the
psychological effects as the individual matures
[3].

Adolescence. According to a research done to
compare older students and children below the
age of 11 years old, it is found that adolescents
tend to report on experiencing more cyber
bullying that younger children [53]
Adolescents at the age range of 12 to 16 and
older were more prone to be involved in cyber
bullying as compared to older adults [4]. On
the other hand, in another study done on highschool students, the involvement of highschool students in cyber bullying is low. The
rate of involvement is only at 10% of the
school’s population. This was due to the
growing maturity towards the effects of cyber
bullying towards victims and bullies who had
brought the number of involvement lower [65].

Conclusion
Whether cyber bullying is an “old wine in new
bottle” or a new and distinct form of bullying,
there is no denying that it has been potential
devastating effects. The anonymity and public
nature of cyber bullying meant that it may
have even more pronounced negative effects
than traditional bullying, leading to an
emotional outburst,
outbursts, decreased
school
performance,
low
self-esteem,
depression and suicide. The worrying trend of
increasing prevalence means that the problem
has to be tackled more vigorously. However,
perception towards the problem from the
youth or adults, including the authority figures
tends to be too tolerant. Furthermore, there is
little research on possible interventions to the
problem. Most researchers have come up with
suggestions based on observation and testing
of risk factors and motivations behind the act
of cyber bullying. In the future, researchers
should focus on testing the efficacy of possible
interventional programs and the effects of
different roles in the intervention in order to
curb the problem and prevent more deleterious
effects of cyber bullying.

Adults. At this age, it is found that the
involvement of young adults is more obvious.
This may be due to the higher willingness
levels of young adults to report such cases.
Interestingly, there are lesser reports among
older adults, generally aged than 30 years-old
[3]. Similar results were obtained from a study
done on university students found that young
adults are very much involved in cyber
bullying. The explanation to this is that
students in universities are much older. Hence,
there are lesser parental supervision and
increase use of social technologies for
communication
purposes.
Almost
all
university students own a mobile phone and
have access to the Internet. In addition to that,
at that age, they are more prone to conducting
risky behaviors. Hence, the probability that
they would be involved in cyber bullying is
higher as compared to older adults [4].
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